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Introduction

Agility UGC refers to the Agility User Generated Content module.
API refers to the Agility UGC Application Programming Interface.

All of the calls located in the Server-Server APIs for .NET and PHP are also located in the Javascript API,
and the syntax is also largely the same. The only difference is that the Server-Server API uses a direct
call paradigm with each method requiring an authentication object.

Data Records

All records in UGC are described with a common Record object that has the following signature:

Record
e D (int)
e RecordTypeName (string)
e (CreatedOn (DateTime)
e (CreatedBy (int)
e ModifiedOn (DateTime)
e ModifiedBy (int)
e State (RecordState)
e Reason (string)
e Flagged (bool)
e Spam (bool)
o lllegal (bool)
e AbuseCount (int)
e Values (Dictionary<string, object>)

o Key/value Dictionary of all of the user defined field values for the record.

o There is a default property for this collection on the record class itself, eg:
record[“Fiel dName” ]

o Accessing a field that does not exist on the record using the default property will return
null, but this will throw a keyNotFound exception if this is done using the Values
property. Itis recommended to use the Values.TryKeyValue() method in this case.
Al | custom field values, apart from
Dates are in the format yyyy-mm-dd hh:mm:ss tt.

t
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o Allfile type fields are of the FileServiceMetaData type, with the following properties:
A FileService
e Enum of the Agility.UGC.API.FileServiceType
o AmazonS3 =0, YouTube =1, Flickr = 2, Image = 3, Video =4
A FileServiceState
e New=0, Unprocessed =1, Processed = 2, Error =3
A OriginalFilePath
e The AmazonS3 path to where the file was originally uploaded to
A Custom File Service Values
e All of the other values, accessible via record.FileField.FileServiceValue or
record. FileField["Fil esSespatificcoe Fi el dVa
each file service, and may or may not be available depending on the
state of the object in the file service.

JavaScript Specific Classes

The JavaScript API uses a callback paradigm with a generic Response object that has a success/failure
flag with it. All of the functions, objects and enums in the Agility UGC API for JavaScript are in the
Agility.UGC.API namespace.

This callback function has an object of the following structure:

JSONPResponse

e ResponseType
o Enum of type Agility.UGC.API.ResponseType
A ok:0
A Error: 1
e Message
o Astring value that is only populated if the ResponseType is Error.
e ResponseData
o The returned data object.
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.NET Specific Classes

DataServiceAuthorization

This DataServiceAuthorization object is obtained by using the UGCAPIUtil class in the

Agility. UGC.API.WCF namespace. The method is GetDataServiceAuthorization and it takes an integer
parameter which represents the current user in the context of the given request. If the user is not
logged in, use -1 and the call will operate under the context of the system. If the user is logged in, use
the ID of the record object that represents their profile. It is best to store this value in an encrypted
cookie or the FormsAuthenticationToken.

This DataServiceAuthorization object requires that two appSetting variables are added to the
web.config:

o Agility APl _Key —this is the key provided to you that represents your application.
e Agility API_Password —this is the password provided to you for your application.

Agility UGC_API_WCFClient

Each Server-Server method in the UGC API is invoked using the Agility UGC_API_WCFClient class, which
is @ WCF proxy class providing access to all of the methods in the API. It can be accessed through the
static APIClient property of the UGCAPIULil class.
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.PHP Specific Classes

AgilityUGCSettings

This AgilityUGCSettings object is passed into the Agility_UGC_API_Basic proxy class to authenticate
each server-server request. AgilityUGCSettings object has an integer parameter which represents the
current user in the context of the given request (ProfileRecordID). If the user is not logged in, use -1 and
the call will operate under the context of the system. If the user is logged in, use the ID of the record
object that represents their profile. It is best to store this value in an encrypted cookie.

The AgilityUGCSettings should be set by values within a configuration file (e.g. config.inc.php). The
Agility specific values will be provided to you when your account is created.

o  S$Agility API_JSON_Urthe URL to the JSON client-server service
o  S$Agility API_WCF_U¥lthe URL to the WCF server-server service
o $Agility APl _Keythe key provided to you that represents your application.
o $Agility APl _Passwordthe password provided to you for your application.
e $ProfileRecordIB the profile Record ID to authenticate the current request.
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Getting Started

JavaScript Client Side Setup

The following files are required for the JavaScript client-server API. These files are included in the Agility
UGC sample site.

Base Files
o Agility.js
o Base reusable application functions.
e Agility.UGC.APLjs
o The main API for Agility UGC.
e jquery-1.3.2.js
o Used for making JSONP requests, DOM manipulation, traversing etc.

e JSON.js
o Used for encoding/decoding string to and from JSON.
e blank.htm

o This file must be in the root of the application, and is used as a location to redirect
iframes used in cross-domain posts.

Additional Files Necessary for Progress Bar on File Uploads

To use the optional file upload utility, you will need to include the following files. These files are also
included in the sample site.

o swfupload.js
o swfupload.swf
o swfuploadbutton.swf

Javascript Initialization Variables

e Agility BaseUrl
o This is the path to the root of the application. For a website, thiswi | | simply be *
a virtual folder, it would be “/virtualpath
o Agility.UGC.APL.OnlInit(APIUrl, APlAccessKey, Seconds, RandomNumber, ProfilelD, AccessHash)
o This is the initialization call for the UGC API, and these values need to be calculated on
the server and combined into a hash. This is how the UGC server authorizes each
request. This method must be invoked before any other UGC call is invoked.
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APIUTrl is the absolute url to the JSONP handler on the UGC server. This is unique for
each Agility UGC site and will be provided for you. If you have lost this URL, please email
support@agilitycms.com.

The APIAccessKey is a GUID that identifies your application. This will be provided for
you. If you have lost this key, please email support@agilitycms.com

Seconds is the number of seconds that have elapsed since Jan 1/2001.
RandomNumber is a random integer between 1 and 1000
ProfilelD is the record ID of the website user who is currently logged into the system.
A This allows any records saved or requested by the system to be done on behalf
of the authenticated user.
A If the user is not authenticated, use -1 for this.
AccessHash
A This is an SHA1 hash of all of the above variables, plus the SecretKey for the
application, which will be provided for you.
A The variables are appended together and separated with periods before being
hashed using SHA1:
e Seconds.ProfilelD.SecretKey.AccessKey.Random


mailto:support@agilitycms.com
mailto:support@agilitycms.com
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ASP.NET Project Setup

There is one assembly and some web.config settings required for the Server-Server UGC API to run.

Agility.UGC.APLWCF.dII

This is the main assembly that holds the proxy class and the utility class for WCF access to the UGC API.
The WCF proxy client requires some settings in the web.config in order to work as follows. The only
setting that will need to be set initially is the endpoint address —denoted with [UGC SERVER DOMAIN].

<system.serviceModel>
<bindings>
<wsHttpBinding>
<binding name="WSHttpBinding IAgility UGC API WCE"
closeTimeout="00:01:00"
openTimeout="00:01:00"
receiveTimeout="00:10:00"
sendTimeout="00:01:00"
bypassProxyOnLocal="false"
transactionFlow="false"
hostNameComparisonMode="StrongWildcard"
maxBufferPoolSize="524288"
maxReceivedMessageSize="655360"
messagekEncoding="Text"
textEncoding="utf-8"
useDefaultWebProxy="true"
allowCookies="false">
<readerQuotas maxDepth="32"
maxStringContentLength="2147483647"
maxArrayLength="16384"
maxBytesPerRead="4096"
maxNameTableCharCount="16384"/>
<reliableSession enabled="false"/>
<security mode="None">
<transport clientCredentialType="None"/>
<message establishSecurityContext="false"/>
</security>
</binding>
</wsHttpBinding>
</bindings>
<client>
<endpoint address="http://[UGC SERVER DOMAIN/Agility-UGC-API-WCF.svc"
binding="wsHttpBinding"
bindingConfiguration="WSHttpBinding IAgility UGC API WCE"
contract="AgilityUGC.IAgility UGC API WCE"
name="WSHttpBinding IAgility UGC_API WCF"/>
</client>
</system.serviceModel>

10
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PHP Project Setup

There are a series of Object Models, the Server-Server Proxy class and configuration files that are
required to use the UGC server to server API.

Agility_UGC_API_Basic Data Access Proxy

Each Server-Server method in the UGC API is invoked using the Agility_UGC_API_Basic class, which is a
W(CF proxy class providing access to all of the methods in the API. This class must be initialized with a
valid AgilityUGCSetting object populated with the appropriate values.

The following is an example Config.inc.php file containing the values used to populate the
AgilityUGCSettings object. Using the config file allows all configurable settings to remain in a single file
so changes can be made as necessary without changing additional code.

<?php

/* Base Configuration File */

SAgility API WCF Url = "http://{UGC-Service-Domain}/Agility-UGC-API-Basic.svc";
$Agility API JSON Url = "http://{UGC-Service-Domain}/Agility-UGC-API-JSONP.svc";
$Agility API Key = "{AGILITY-API-KEY}";

SAgility API Password = "{AGILITY-API-Password}";

2>

11
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Methods

The following methods are included in the Agility UGC API.

SearchRecords

PagedResult SearchRecords (
DataServiceAuthorization auth,
RecordSearchArg searchArqg)

This function is used to retrieve content from the Agility UGC content store. Use this function to
retrieve content of all types and user information for your Website Users. SearchRecords allows for
paging through a result set of any records within a given User Generated Content Definition or Website
User Type.

Parameters
e Auth (DataServiceAuthorization)
o This object can be retrieved from the DataServiceUtil class in the API dll.
e searchArg (RecordSearchArg)
o Object of type Agility.UGC.APl.SearchArg
A PageSize = 20;
e The page size. 0 will return the max page size, 100.
A RecordOffset = 0;
e The first record to start returning results from.
A SortedField ="";

e The field name to sort the results by. This may be any field defined on
the User Generated Content definition in the RecordType, or any of the
following built-in values: CreatedOn, ModifiedOn.

A SortDirection="";

e String

e ASC or DESC.

A RecordTypeName=" <User Generated ContentoRDef i ni
“<We blssietre Type Reference Name>"

e String

e The reference name of the User Generated Content Definition or
Website User Type as configured in Agility.

A Search="";
e The search query

12
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e Can be in the following format:

o FieldNamel = ‘“StringValue’' && ( F
FieldName2 < NumValY)

e This query relies on the use of && (for AND) and || (for OR) and a space
before and after each operator (=, <, >, LIKE).

e Brackets may be used, but not nested.

e SQl inject attempts will return an error.

e Please note that you may only search on fields you add to the User
Generated Content Definition. For example you cannot search on
RecordID. Please see the GetRecord()nethod call for accessing specific
record IDs

Returns
e PagedResult object
o TotalRecords
A Integer —the total number of records that matched the search
o List<Record>—Records
A The current page of data in the result set as an array of record objects
A See the Introduction section above for a description of the Record object

Usage

SearchRecords is used any time data is retrieved from the Agility UGC content store. For example, listing
records, populating dropdown menus, searching for specific content, and any situation where you need
to find a record in UGC based on a User Generated Content Definition or Website User Type. Please note
that SearchRecords does not return all metadata for File type fields and large text fields. This additional
metadata can be retrieved by the GetRecord(9all.

13
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JavaScript

//search for records in the "Profiles" Website User Type table

//only return 10 records at a time
//start at the beginning of the results
//find record that have FirstName starting with Joe

var searchArg = new Agility.UGC.API.SearchArg();
searchArg.RecordTypeName = "Profile";
searchArg.PageSize = 10;

searchArg.RecordOffset= 0;

searchArg.Search = "FirstName LIKE 'JoeS%'";

//invoke the SearchRecords method, which is asynchronous,
Agility.UGC.API.SearchRecords (searchArg, function(data) {

Agility UGC API for JavaScript

and has a callback

if (data.ResponseType != Agility.UGC.API.ResponseType.OK) {
//error occurred
alert ("An error occurred: " + data.Message);

} else {

//data.ResponseData is a "PagedResult" object

//with Records and TotalRecords properties.
var records = data.ResponseData.Records;
var totalRecords= data.Response.TotalRecords;

//get the firstname and lastname
//properties of the first record...
var firstName = records[0].FirstName;
var lastName = records[0].LastName;

14
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C#

//search for records in the "Profiles" Website User Type table
//only return 10 records at a time

//start at the beginning of the results

//find record that have FirstName starting with Joe

using (Agility UGC API WCFClient client = DataServiceUtil.GetUGCClient ())
{
DataServiceAuthorization auth =
DataServiceUtil.GetDataServiceAuthorization (-1);

//build the search argument
RecordSearchArg arg = new RecordSearchArg() {
RecordTypeName = " Profile ",
Search = "FirstName LIKE 'Joe%'",
PageSize = 10,
RecordOffset = 0
}i

PagedResult result = client.SearchRecords (auth, arqg);

int count = result.TotalRecords; searchArg.RecordTypeName = "Profile";
//get the firstname and lastname

//properties of the first record...

var firstName = records[0] ["FirstName"];

var lastName = records[0] ["LastName"];

15
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PHP

//search for records in the "Profiles" Website User Type table
//only return 10 records at a time

//start at the beginning of the results

//find records that have FirstName starting with Joe

<?php
require once ("$ROOT/1ib/AgilityUCGBase.inc.php");

Sclient = new Agility UGC API Basic (SAuthSettings);

$searchArg = new RecordSearchArg();
$searchArg->PageSize = 10;

$searchArg->RecordTypeName = "Profiles";
$searchArg->RecordOffset = 0;
$SsearchArg->Search = "FirstName LIKE 'Joe%'";
Sresults = S$client->SearchRecords ($searchArg) ;

if (Sresults->TotalRecords > 0)

{
echo "Records were returnedo;

echo fiHere is

t st name ofo;the first record
echo $results->Recor d

he fir
s[O][AFirstNameod]

else

echo iNo records found with the provi;ded search cr

?>

16
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GetRecord

Record GetRecord(DataServiceAuthorization auth, int recordID)

The GetRecord call returns the entire record defined by the recordID. This call is used to retrieve
records in the Website Users tables and the User Generated Content tables.

Note that GetRecord will return any record, regardless of the state. It is good practice to check the state
of the record before displaying it to make sure that it is not awaiting review, declined, or marked as
abuse (AbuseCount > [Abuse Threshold]).

Parameters
e recordID
o Integer

o The numeric ID that is assigned to every record in the Agility UGC content store.
o Corresponds to Record.ID from any record object.

Returns
e Record

Usage

Use the call to get all of the data for a given record, including the metadata for any File fields and large

textfields. Thi s i s best for a “detail s” gadpbdasedantiser e

selection and need to access all of the data for a record.

17
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Code Examples

JavaScript

//invoke the GetRecord method with a known recordID variable

Agility.UGC.API.GetRecord(recordID, function (data) {

if (data.ResponseType != Agility.UGC.API.ResponseType.OK) {
//error occurred
alert ("An error occurred: " + data.Message);

} else {

//data.ResponseData is a "Record" object
var record = data.ResponseData;

//get the firstname and lastname properties of the record...
var firstName = record.FirstName;
var lastName = records.LastName;

C#

//invoke the GetRecord method with a known recordID variable

using (Agility UGC API WCEFClient client = DataServiceUtil.GetUGCClient())
{
DataServiceAuthorization auth =
DataServiceUtil.GetDataServiceAuthorization (-1);

Record record = client.GetRecord(auth, recordID);

if (record != null)

{
//get the firstname and lastname
//properties of the record...
var firstName = records["FirstName"];
var lastName = records["LastName"];

18
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PHP

//invoke the GetRecord method with a known recordID variable

<?php
require once ("$ROOT/1ib/AgilityUCGBase.inc.php");
Sclient = new Agility UGC API Basic (SAuthSettings);
SrecordID = 1234;
Sresults = S$client->GetRecord($SrecordID) ;
if (Sresults->ID == SrecordID)
{
echo "Record was successfully collectedo;
}
else
{
echo iRecord I D doesnd6t matcho
}
>
SaveRecord

int SaveRecord (DataServiceAuthorization auth, Record record);
The SaveRecord call is used to save new or existing records.

Parameters
e Record
o The record object to save. If a new object is being created, only the RecordTypeName
and custom fields need to be populated.

Returns
e recordID
o Therecord ID that was saved.
Usage

This is the universal method for saving new and existing records. If you have a new record, you can save
it using the code example below. If you have an existing record, such as one retrieved from a GetRecord
call, you can simply change the fields in the Record object as necessary and save it using this call. Any
fields that have not been changed will not be affected.

19
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Code Examples

JavaScript

//construct a new record object
//the RecordTypeName is required, specified in Agility
//the FirstName and LastName fields are custom fields

var record = {
RecordTypeName: "Profile",
EmailAddress: "John@Doe.com",

FirstName: "John"

}

//invoke the SaveRecord method with a known recordID variable
Agility.UGC.API.SaveRecord(record, function(data) {

if (data.ResponseType != Agility.UGC.API.ResponseType.OK) {
//error occurred
alert ("An error occurred: " + data.Message);

} else {

//data.ResponseData is the recordID of the saved record.
var recordID = data.ResponseData;

C#

//construct a new record object

//the RecordTypeName is required, specified in Agility
//the FirstName and LastName fields are custom fields
Record userRecord = new Record();

userRecord.RecordTypeName = "Profile";
userRecord["EmailAddress"] = email;
userRecord["FirstName"] = name;

using (Agility UGC API WCEFClient client = DataServiceUtil.GetUGCClient())
{

DataServiceAuthorization auth =
DataServiceUtil.GetDataServiceAuthorization (-1);

int recordID = client.SaveRecord(auth, record);

20
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PHP

//construct a new record object
//the RecordTypeName is required, specified in Agility
//the FirstName and LastName fields are custom fields

<?php
require once ("SROOT/1lib/AgilityUCGBase.inc.php");
Sclient = new Agility UGC_API Basic (SAuthSettings);
Srecord = new Record();
Srecord->RecordTypeName = fAProfil eo;
Srecord->Values[0]->Key = fAEmail Addr esso;
Srecord->Values[0]->Val ue = @bakochmo ;
Srecord->Values[1]->Key EirdtNameo ;
Srecord->Values[l]->Val ue Johnof
SnewID = Sclient->SaveRecord (Srecord) ;
echo "New record created with RecordID = $newl DO ;

>

21



